The Dirty Secrets
of Network Firewalls

Results of an independent survey of 2,700 IT Managers
In 10 countries, in organizations of 100-5000 users.

NIRTY FIREWALLS ARE FAILING
TO DELIVER THE PROTECTION
SECRET ORGANIZATIONS NEED

» 16 infected devices per month, on average.
» #1 desired firewall improvement is better protection.

DIRTY I'T MANAGERS CAN'T TELL
S=0 = YOU HOW 45% OF THEIR
BANDWIDTH IS CONSUMED

» 45% network traffic is going unidentified.

» This leads to multiple areas of concern including security,
productivity, accountability, legal liability and compliance and Rol.

DIRTY INEFFECTIVE FIREWALLS
SEC|PI=E ARE COSTING YOU TIME
AND MONEY

» 3.3 hours — average time taken to identify, isolate
and remediate infected machines.

» 7 days - time lost every month to fixing infected devices.

What IT Managers
Want from their Firewalls

®

BETTER BETTER AUTOMATIC ISOLATION
PROTECTION VISIBILITY OF INFECTED DEVICES

Sophos XG Firewall

Solving the problems with network firewalls

PROTECTION VISIBILITY RESPONSE
Stop unknown threats Expose hidden risks Automatically responds
with a comprehensive suite with visibility of all apps, to incidents by instantly
of advanced protection top risk users, advanced identifying and isolating
including deep learning, IPS, threats, suspicious infected systems until
ATP, Sandboxing and Dual AV. payloads and much more. they can be cleaned up.
“Rated amongst the top “The new web console opens “Slashes incident response
performing firewalls for security with a complete overview of all time by 99.9%.”
effectiveness by NSS Labs” network activity and security issues” — ESG Labs —
— NSS Labs — — IT Pro —

L EA R N M O R E Read the full report at Try XG Firewall for free at
> www.sophos.com/dirtysecrets www.sophos.com/xgfirewall




